Kapitola 2:
Zakladné koncepty
prepinacov a ich
konfiguracie

CCNA Exploration Semester 3 - Chapter 2



Ethernet — kratke pripomenutie

= Ethernet vznikol v prvej polovici 70. rokov v Xerox-e,
jednym z autorov bol Bob Metcalfe, zakladatel 3Com

= Lacna, nenarocna, best-effort linkova technologia
= V sucasnosti dominantna linkova technoldgia v LAN,
vyznamne sa rozmaha v SAN i v MAN / WAN
= Carrier Ethernet
= Data Center Bridging
= Synchronous Ethernet

= Rychlosti od 10 Mbps do 100Gbps



Ethernet / IEEE 802.3 vs. ISO RM
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Ethernet — Format ramca

= V Ethernete existuje niekolko druhov ramcov, no vsetky maju
podobnu zakladnu Strukturu

= Zakladny format je zhodny pre vSetky varianty Ethernetu

= Varianty formatu ramca:
= Ethernet Il (tzv. DIX)
= 802.3 (niekedy 802.2 kvdli LLC hlavicke)
= SNAP (niekedy 802.3 SNAP)
= Novell Raw (nie je pre nas zaujimavy)



Ethernet — Format ramca
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Ethernet 802.3 SNAP
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Layer 2 prepinanie — Ethernet

= L2 zariadenia vykonavaju nasledovnée funkcie

= UCia sa MAC adresy z pola zdrojovej adresy hlaviCiek
prichadzajucich rdmcov

= Buduju a udrzuju si tabulku MAC adries a k nim asociovanych portov
= Ramce prepinaju na zaklade L2 adries (hardware based bridging)

= Broadcastové a multicastoveé ramce su zaplavovo posielané von cez
vSetky porty okrem portu na ktorom bol rAmec prijaty

= Ramce urcené pre nezname MAC adresy su zaplavovo posielané
von cez vSetky porty okrem portu na ktorom bol ramec prijaty

= Bridges a switches komunikuju s inymi L2 zariadeniami za ucelom
ochrany L2 slucCiek

= Nie je sucast 802.3 Standardu
= Implementacia
= ASIC (application-specific integrated circuits)
= Hardvérovo vykonavaneé prepinanie



Cinnost’ LAN prepinaéa (swf) . . o




Dizajn - Kolizna a broadcast doména - Hub
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Dizajn - Kolizna a broadcast doména — Segmentacia na L3

Broadcast
/ doména

Kolizna
doména

Each switch the size of
the collision domain on the LAN to




RieSenie koliznych a bcast domén

= Rozdelenia koliznej
domeény

= Pouzitie L2 alebo L3
zariadenia

[ Application ]
= Rozdelenie broadcast (Presentation)
dOmeny [ Session ]
= Pouzitie Virtualnych LAN (" Transport )
(VLAN) [ Network ] [ Break up collision domain l
= PouZitie L3 zariadenia S —
[ Link ] Break up collision domain ]

Extend broadcast domain

= Smerovac, L3 prepinac

: Extend collision domain
[ PhySICaI ] Extend broadcast domain ]




Parametre, ktoré treba brat’ do uvahy pri
dizajne

= Oneskorenie (delay, latency)

= Zahltenie



End-to-End oneskorenie

= Doba prenesenia prvého bitu prveho paketu po dobu
prijatia posledného bitu prvého paketu

= Oneskorenie je tvorené

= Propagation and serialization delay:
= oneskorenie média; pridava linka

+

= Processing and queuing delay:
= spracovanie paketu v sietovom prvku

= Tazko predpovedatelné!!!
= Podla zatazenia, pocCtu paketov, velkosti paketov a pod.



End-to-End oneskorenie

Propagation delay:

= Cas prenesenia paketu linkou

= Zavisi na Sirke pasma (priepustnosti) linky
Serialization delay:

= Doba umiestnenia bitov paketu na linku

= Processing (forwarding) delay:

= Cas potrebny smerovacom/prpeinacom na prenesenie paketu zo
vstupného rozhrania do vystupnej fronty vystupneho rozhrania
(zahffia aj spracovanie paketu)
= Ovplyviuju viaceré faktory:
= Rychlost a vytazenost CPU, architektura smerovaca a pod.

Queuing delay:
= Cas, ktory stravi paket vo vystupnej fronte smerovaca
= Zavisi od:
= Velkosti a poCtu paketov vo fronte pred nim
= Na priepustnosti rozhrania (rychlosti)



Priklad: One-way delay

= Propagation delay:
= ~5ms/1000km for fibre

= Switching / processing delay:
= typically 10-20us per packet

= Serialisation delay:
= dependent upon line rate: 6ms for 1500 byte packet at 2Mbps,
80us at STM-1, 1.25us at STM-64
= Typicky:
= Cim na vy3$3$ej vrstve zariadenie pracuje
= Tym viac oneskorenia do cesty vnasa



Zahltenie siete — faktory vplyvajuce nan

= Narast aplikacii so

. , vzdialenym
AN ~ '
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= Windows, UNIX, and
Mac
B T " Rychlejsie desktop
OS

= Viac sietovej aktivity



L3 routing

= |3 smerovace vykonavaju nasledovné funkcie
= Pakety su doruCované medzi sietami na zaklade L3 adries

= Pre pakety vybera optimalnu cestu dany router na zaklade
jeho lokalnych informacii a doruCuje ho susedovi po ceste

= Smerovacie rozhodnutie zahfna prehladanie smerovacej tabulky
na zaklade cielovej siete, vyber next hop smerovaca a
vystupneho rozhrania
= \Vyber optimalnej cesty mbze byt podmienovany mnohymi
moznostami

= Smerovace komunikuju s inymi smerovacmi pomocou
smerovacich protokolov.

= Smerovanie vykonavané CPU



MultiLayer switching
= Multilayer switching je pojem pre prepinanie datagramov na
réznych vrstvach OSI
= Layer 1 — nie je switching: Prenos a zosilnenie signalu
= Layer 2 switching: Prenos ramcov (urCujuca je L2 hlavicka)
= Hardware based bridging
= Layer 3 switching: Prenos paketov (ur€ujuca je L3 hlavicka)
= Hardware based routing
= Layer 4 switching: Prenos segmentov (urCujuca je L3 + L4 hlavicka)
= Layer 7 switching: Prenos aplikacnych dat (urCujuci je ich obsah)
= Rozdiel medzi switchingom a routingom?

= Routing je obvykle softvérovy - CPU
= Switching je realizovany s hardverovou podporou — ASIC

= Multilayer switche
= Switche s podporou prepinania na viacerych vrstvach sucasne
= RozSirene pouzivaneé v Campus net. dizajne



Konfiguracia

prepinacov




Zapnutie prepinaca

= PrepinacCe zvyCajne
nemaju napajacie

tlacidlo -:: HEH' .

. Zapmaju a vypinaju sa | ' |
pripojenim napajacieho
kabla do napétia
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LED indikatory na prepinaci

= Predny panel prepinaca ma sériu LED
indikatorov pre zobrazenie systémovej
aktivity a stavu zariadenia

= LED na prednom paneli:

= System LED

= Indikuje, Ci je zariadenie zapnuté a Ci spravne
pracuje

= Remote Power Supply (RPS) LED

= Indikuje pouzitie zalozného napajacieho
zdroja

= Port Mode LED

= Zobrazuje sucasny stav tlacidla Mode

= TlaCidlom Mode je mozné vybrat’ si, ¢o budu
signalizovat LED nad jednotlivymi portami
prepinaca

- - 1 |SYSTLED |5 |Speed LED
: ReZImy tIaCIdIa MOde 2 |RPS LED 6 I\:ocle button
= Status LED 3 |Status LED |7 |Port LEDs
" Stav portu 4 |Duplex LED
= Duplex LED
= Rezim duplexu (full alebo half)
= Speed LED

= Sucasna prenosova rychlost portu



Vyznam LED pre jednotlivé porty

Port Mode |LED Color Meaning
STAT Off No link, or port was administratively shut down.
(portstatus) 1Gpeen Link present.

Blinking green

Activity. Port is sending or receiving data.

Alternating
green-amber

Link fault. Error frames can affect connectivity, and errors such as
excessive collisions, cyclic redundancy check (CRC) errors, and
alignment and jabber errors are monitored for a link-fault indication.

Amber Port is blocked by Spanning Tree Protocol (STP) and is not forwarding
data.
Note  After a portis reconfigured, the port LED can remain amber for
up to 30 seconds as STP checks the switch for possible loops.
Blinking amber |Port is blocked by STP and is sending or receiving packets.
DUPLX Off Port is operating in half duplex.
(duplex) Green Port is operating in full duplex.
SPEED 10/100/1000 ports
Off Port is operating at 10 Mb/s.
Green Port is operating at 100 Mb/s.

Blinking green

Port is operating at 1000 Mb/s.

SFP module ports

Off

Port is operating at 10 Mb/s.

Green

Port is operating at 100 Mb/s.

Blinking green

Port is operating at 1000 Mb/s.

1000BASE-T SFP modules can operate at 10, 100, or 1000
Mb/s in full-duplex mode or at 10 or 100 Mb/s in half-duplex
maode in the Catalyst 2960 switches.

Note




Vyznam systemovych LED pocCas startu

prepinaca

PrepinaC po zapnuti prechadza sériou
internych testov,

1. PrepinaC natiahne boot loader soft z NVRAM

2. Boot Loader

1. Vykona nizkourovhowvu inicializaciu CPU
(registrov)

2. Vykonatzv. power-on self test (POST)
3. Inicializuje flash system
4. Natiahne 10S 1)

3. 10S natiahne konfigurak
Ak System LED je OFF, prepinac nie je

SYST LED

zapnuty

Speed LED

RPS LED

Mode button

Status LED

Ak System LED je zelena, POST prebehol

Port LEDs

| LS| S| -

Duplex LED

uspesne

Ak System LED je , poCas behu
POST testov sa zistila chyba. POST chyba
sa povazuje za kriticku poruchu.



-
Cisco pristupovy prepinac 2960-24TT-L —
zadny pohlfad — umiestnenie
konzolového portu

|

! -‘

1 |RJ-45 console port |3 |RPS connector

2 |Fan exhaust 4 |AC power connector




Zaklady konfiguracie

Cisco prepinacov

2960-24TT-L



Zakladné informacie o ovladani

" PrepinaCc ma z hladiska ovladania vela
veci podobnych smerovacom:

=Spravuje sa cez CLI
*Riadenie pristupovych prav
= Pouzivatelsky pristup
= Privilegovany pristup

Switch>enable
Switch#disable
Switch>




Zakladné informacie o ovladani

= System napovedy

Switch#?

Exec commands:
access-enable Create a temporary Access-List entry
access-template Create a temporary Access-List entry
archive manage archive files
cd Change current directory
clear Reset functions
clock Manage the system clock

. Output omitted ...

Switch#configure ?

memory Configure from NV memory

network Configure from a TFTP network host
terminal Configure from the terminal

<cr>

Switch#configure terminal




Zakladné informacie o ovladani

= Dopisovanie prikazov cez <TAB>

= Zadavanie prikazov

= Sipka nahor, nadol, vlavo, vpravo, <Backspace>, Ctrl-A,
Ctrl-E, Enter

= Strukturovanie CLI
= Pouzivatelsky mod
= Privilegovany mod
= Globalny konfiguracny mod (rezim) a podrezimy

Switch#configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

Switch(config)#




e
Zakladné informacie o ovladani

= Systém napovedy chyby

Switch>configure terminal
N\

% Invalid 1nput detected at """ marker.
. <neplatny prikaz pre dany rezim>

Switch>show
% Type ''show ?'" for a list of subcommands
. <chyba ¢ast prikazu za show>

Switch#show rumming-config
N\

% Invalid 1nput detected at """ marker.
. <zle zadana polozka prikazu show>




Praca s prepinacom




Pripojenie na konzolu prepinaca

Device with Console

RJ-45-t0-RJ-45
s Rollover Cable I:I ] g

RJ-45-to-DB-9 Adapter
labeled TERMINAL

S

Prenosova
cesta ako pri
smerovaci

+ PCsreqguire an RJ-45 to DB-9 or RJ-45 to DB-25 adapter.

+ (COM port settings are 9600 bps, 8 data bits, no parity, 1 stop bit, no flow contral.
+ This provides out-of-band console access.

+ AL switch port may be used for a modem-connected consale.

= Postup, komunikacny softver a nastavenia ako pri
smerovaci 1

= Poznamka: Konzolovy port sa nachadza na zadnej
strane prepinaca

= Bit 9600, Data bits 8, Parity none, Stop bits 1, Flow control
none



Pozorovanie vypisu pri bootovani
prepinaca
= Prepinac vypisuje pri bootovani hlasky na konzolu

= Ziskanie zakladnych informacii o prepinaci
= Procesor, pamate, rozhrania, 10S a pod

. Output omitted
Processor board ID FOC1136X2PO0O
Last reset from power-on
1 Virtual Ethernet interface
24 FastEthernet interfaces
2 Gigabit Ethernet iInterfaces
The password-recovery mechanism i1s enabled.

64K bytes of flash-simulated non-volatile configuration memory.

Base ethernet MAC Address - 00:1D:E5:9B:2E:00
Motherboard assembly number - 73-10390-04
Power supply part number - 341-0097-02
Motherboard serial number : FOC11361MFY
Power supply serial number - DCA113483VD
Model revision number : DO

Motherboard revision number - AO

Model number - WS-C2960-24TT-L
System serial number : FOC1136X2P0

Top Assembly Part Number - 800-27221-03
Top Assembly Revision Number : BO

Version ID : VO3

CLEI Code Number - COM3LOOBRB
Hardware Board Revision Number : OxO01

. Output omitted ...




Overenie zakladnej konfiguracie
prepinaca

= show running-config

= Zobrazi aktualne pouzivany konfiguraény subor

= show 1Interface

= Zobrazi stav vsetkych rozhrani prepinaca

= show vian

= Zobrazi informacie o Virtualnych sietach

= show flash

= Zobrazi informacie o Flash pamati

= show version

= Zobrazi informacie o verzii pouzivaneho OS



show running-config

Switch>enable
Switch#show running-config
Building configuration. ..

Current configuration : 1215 bytes
I

version 12.2

service config

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
I

hostname Switch

1

. Output omitted ...

I
I
interface FastEthernet0/1
1

nterface FastEthernet0/2
1

i
interface FastEthernet0/3




show 1nterface

Switch#show interfaces fastEthernet 0/1
FastEthernetO/1 i1s up, line protocol i1s up (connected)
Hardware i1s Fast Ethernet, address i1s 001d.e59b.2e01 (bia
001d.e59b.2e01)
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
relrability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s, media type is 10/100BaseTX
input flow-control is off, output flow-control i1s unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:55, output 00:00:00, output hang never
Last clearing of "'show interface'™ counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate O bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
692 packets i1nput, 57874 bytes, 0 no buffer
Received 30 broadcasts (0 multicasts)
O runts, 0 giants, 0 throttles
. Output omitted ...




show vilan

Switch#show vlan

VLAN Name Status Ports

1 default active FaO/1, Fa0/2, Fa0/3,

Fa0O/4, Fa0/5, Fa0/6,
Fa0O/7, Fa0/8, Fa0/9,
Fa0/10, Fa0O/11, Fa0/12,
Fa0/13, Fa0/14, Fa0/15,
Fa0O/16, FaO/17, Fa0/18,
Fa0/19, Fa0/20, Fa0/21,
Fa0/22, Fa0/23, Fa0/24
Gi10/1, Gi0/2

1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

. Output omitted ...

= Default nastavenie na cisco prepinacoch



show flash

Switch#show flash
Directory of flash:/

2 -rwx 616 Mar 1 1993 00:01:17 +00:00
vilan.dat

7 drwx 192 Mar 1 1993 00:06:41 +00:00
c2960-lanbase-mz.122-35.SE5

32514048 bytes total (24179200 bytes free)




show version

Switch#show version

Cisco 10S Software, C2960 Software (C2960-LANBASE-M), Version 12_.2(35)SE5,
RELEASE SOFTWARE (fcl)

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Thu 19-Jul-07 20:06 by nachen

Image text-base: 0x00003000, data-base: 0x00D40000

ROM: Bootstrap program is C2960 boot loader
BOOTLDR: C2960 Boot Loader (C2960-HBOOT-M) Version 12.2(25r)SEE1l, RELEASE
SOFTWARE (fcl)

Switch uptime 1s 1 hour, 1 minute

System returned to ROM by power-on

System image file is "flash:c2960-lanbase-mz.122-35.SE5/c2960-1anbase-
mz.122-35.SE5.bin"

cisco WS-C2960-24TT-L (PowerPC405) processor (revision DO) with
61440K/4088K bytes of memory.
Processor board ID FOC1136X2PO
Last reset from power-on
1 Virtual Ethernet interface
24 FastEthernet interfaces
2 Gigabit Ethernet interfaces
The password-recovery mechanism is enabled.
. Output omitted ...




Zaciatok konfiguracie prepinaca
- zmazanie cudzej konfiguracie

: Pred zaCiatkom prace ak tam ostala cudzia konfiguracia mézeme
vymazat nastavenia prepinacCa nasledujucim sp6sobom

= Potrebné vymazat vSetky VLAN informacie vymazanim VLAN databazy
vlan.dat z Flash pamate

i delete vlan.dat
u POZOR: nerobit’ erase flash:
B Zmaze QS

Switch#show flash
Directory of flash:/

2 -rwx 616 Mar 1 1993 00:01:17 +oo:o
7 drwx 192 Mar 1 1993 00:06:41 +00:00 czs66=Tanbase-

mz.122-35.SE5

32514048 bytes total (24179200 bytes free)
Switch#delete vlan.dat

Delete filename [vlan.dat]?

Delete flash:vlan.dat? [confirm]

Switch#




Vymazanie prepinaca pripojeného do
vacsej zivej siete

= MGze nastat situacia kedy zmazane VLAN
(vlan.dat) sa ham neustale nanovo objavuju

na prepinaci (znovu naucenim)
Switch#conf t
Switch(config)#
Switch(config)#interface range FastEthernet 0/1 -24
Switch(config-i1f-range)#shutdown
Switch(config-i1f-range)#interface range GigabitEthernet
0/1 -2
Switch(config-i1f-range)#shutdown
15:45:59: %LINK-5-CHANGED: Interface GigabitEthernet0/2,
changed state to administratively down
Switch(config-i1f-range)#exit
Switch(config)#no vlan ID_VLANY
Switch(config)#vtp mode transparent
Setting device to VTP TRANSPARENT mode.




Zaciatok konfiguracie prepinaca
- zmazanie cudzej konfiguracie

*\Vymaz startovaci konfiguracny subor startup-
config

= erase startup-config
= Restartuj prepinacC
= reload

Switch#erase startup-config

Erasing the nvram filesystem will remove all
configuration files! Continue? [confirm]
[OK]

Erase of nvram: complete

Switch#reload

Proceed with reload? [confirm]




-
Konfiguracia prepinaca

= Odporucany postup pre konfiguraciu
prepinaca
1. Nastavenie mena zariadenia
2. Zabezpecenie pristupu Kk privilegovanému modu
1. Pouzi heslo: class

3. Zabezpecenie pristupu k prepinacu cez
konfiguracné rozhrania pomocou hesiel

1. Pouzi heslo: cisco
4. Zabezpecenie IP pristupu na prepinac
5. Konfiguracia bannerov

= Tento postup nie je zavazny, ale je
osvedceny



Nastavenie mena prepinaca, osetrenie
pristupu k privilegovanému modu a pristupov

Switch#configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

Switch(config)#hostname Tristan
Tristan(config)#enable secret TajneHesl01234
Tristan(configQ)#
‘Tristan(contig)#line console O
Tristan(config-li1ne)#password cisco
Tristan(config-line)#login
Tristan(config-line)#exit

Tristan(contig)#line vty 0 15
Tristan(config-line)#password cisco
Tristan(config-line)#login
Tristan(config-line)#exit

Tristan(config)#




Konfiguracia SSH pristupu

Switch(config)#username Meno password Heslo

I Domena musi byt zadefinovana

Switch(config)#i1p domain-name pepe.sk

Switch(config)# crypto key generate rsa

The name for the keys will be: Switch.pepe.sk

Choose the size of the key modulus In the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]:
% Generating 512 bit RSA keys, keys will be non-exportable...[OK]

Switch(config)#ip ssh version 2

*11l1 1 0:1:9.780: %SSH-5-ENABLED: SSH 1 has been enabled
Switch(config)#line vty 0 15
Switch(config-line)#transport input ssh
Switch(config-line)#login local

I Obnovenie telnet pristupu
Switch(config)#line vty 0 15
Switch(config-line)#transport input telnet
I Or

Switch(config-line)#transport input all




Sifrovanie hesiel v konfiguracii

* Bez dodatoCnej konfiguracie su hesla v konfiguracii
uvedené presne tak, ako sme ich zadali

=\Vynimkou je prikaz enable secret
= Toto je fragment konfiguracneho suboru po

nakonfigurovani hesiel pre pristup k prikazovému
riadku

fline con O

password IneTajneHeslo
flogin

line vty 0 15

password IneTajneHeslo
flogin




Sifrovanie hesiel v konfiguracii

= Hesla sa takto lahko kontroluju, ale nie su bezpecCné —
je ich mozné vidiet

= Sifrovanie hesiel v konfiguracii je mozné preto zapnut
osobitnym prikazom v GKR

Tristan(config)#service password-encryption

Tristan(config)#

= Ten isty fragment konfiguracie po zadani tohto prikazu
uz vyzera inak

line con O

password 7 11211C161B1D5A5E57
login

line vty 0 4

password 7 123100041E045D5679
login




Zabezpecenie IP pristupu na prepinac

= PreCo ma mat prepinaC ako L2 zariadenie |P adresu?
= Nastavenie IP adresy a def. gw umoznuje pristupovat k
manazmentu prepinaca cez telnet, web, ssh apod.

= |P adresa sa prideluje tzv. virtualnemu rozhraniu,
volanemu Virtual LAN (VLAN)

= K VLAN rozhraniu by mal existovat priradeny port pre pristup

= Na cisco prepinacoch default:
= Kazdy prepinac dodavany s VLAN1
= VVSetky porty priradené do VLAN1

= VLAN1 — tzv. ,manazovacia VLAN"
= Lebo poskytuje IP pristup k manazmentu



Zabezpecenie IP pristupu na prepinac - VLAN1

Tristan(config)#interface vlan 1
Tristan(config-i1f)#ip address 172.16.255.2 ?
A.B.C.D IP subnet mask

Tristan(config-i1F)#ip address 172.16.255.2 255.255.255.128
Tristan(config-i1f)#no shutdown
00:53:16: %LINK-3-UPDOWN: Interface Vlanl, changed state to up

00:53:17: WLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed
state to up

Tristan(config-i1f)#exit
Tristan(config)#ip default-gateway 172.16.255.1
Tristan(config)#

Tristan#show run
I Output omitted
I

interface Vlanl

Ip address 172.16.255.2 255.255.255.128

no 1p route-cache
1

ip default-gateway 172.16.255.1




Overenie dostupnosti prepinaca

= Ping, telnet z ethernetom pripojeného PC, smerovacCa

o+ Command Prompt

C:~Documents and Settingswpalo?ping 172.16.255.2
Pinging 172.16.255.2 with 32 bytes of data:

172.16.255.2: bytes=32 time=2Zms
172.16.255.2: bytes=32 time{lms
R 172.16.255.2: bytes=32 time{lms
Reply from 172.16.255.2: bytes=32 time<{lms

Ping statistics for 172.16.255.2:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds :

Minimum = Oms, Maximum = Zms, Average = @ms

————

C:\Documents and Settings\palo>

o Command Prompt

C:NDocuments and Settings\palo>?
C:N\Documents and Settings“\palo>telnet 172.16.255.2




Zabezpecenie IP pristupu na prepinac — ina
manazovacia VLAN — VLAN99

Tristan(config)#interface vla
Tristan(config-if)#ip address M27168.1.2 255.255.255.0
Tristan(config-i1f)#no shutdown
00:53:16: %LINK-3-UPDOWN: Interface VIan99, changed state to up
00:53:17: %LINEPROTO-5-UPDOWN: Line protocol on Interface VIan99, changed
state to up
Tristan(config-if)#exit
Tristan(config)#ip default-gateway 192.168.1.1
Tristan(config)#interface fa 0/18 ) )
Tristan(config-if)#switchport mode access } ?glradenle

V

Tristan(config-i1f)#switchport access vlan 99 gaggerm)[martu do

iOdpo,ruéany bezpeclnostny postup — zmenit manazovaciu VLAN z VLAN
na inu



Overenie konfiguracie

Tristan#sh 1p Int brief

FastEthernet0/17 unassigned YES manual down down

FastEthernet0/18 unassigned YES manual up up
FastEthernet0/19 unassigned YES manual down down
Vlanl unassigned YES manual administratively down down
VIan99 192.168.1.2 YES manual up up

Tristan#show run
I OQutput omitted

!

interface FastEthernet0/18
switchport access vlan 99
switchport mode access

1
I Output omitted
interface VIlan99

i

p address 192.168.1.2 255.255.255.0
1

ip default-gateway 192.168.1.1




Konfiguracia bannerov MOTD a login

Switch(config)#banner motd c PC>telnet 192.168.1.1
Enter TEXT message. End with the character "c". Trying 192.168.1.1 ...
B R R e R R S R e S R R e e

ACCESS DENY! Fekdekdekdokdokddkkdkkdkdkdeokokox
falalaielalaleiaialalaialaialalalolalotalatalel ACCESS DENY!
C P
Switch(config)#banner login c alaiaiaiaiaialaiaiaiolalaiolakaiaiolalaialataiel
Enter TEXT message. End with the character "c”. Dna 30.1.2009 udrzba
R R R e R R S R S R R e e B R R R R R R e e e e e e
Dna 30.1.2009 udrzba
jalaliakeioiaialalaiokaiolaialiolaialalalokaiokatel User Access Verification
o Password:




Vypis historie prikazov

Configure the Command History buffer

Enable terminal history. This command can be run from either user switch#terminal history
or privileged EXEC mode.

Configures the terminal history size. switchfterminal history size
The terminal history can maintain 0 to 256 command lines. =

Resets the terminal history size to the default value of 10 command switchfterminal no history
lines. size

Disables terminal history. switchfterminal no history

Switch#show history

ena

sh history

sh run

sh start

conf t

sh history
Switch#




Spustenie http sluzby

= Spustenie interného web servera
*Umoznuje manazment prepinaca cez web

prehliadac
Tristan(config)#ip http ?
access-class Restrict http server access by access-class
active-session-modulles Set up active http server session modules
authentication Set http server authentication method
client Set http client parameters
max-connections Set maximum number of concurrent http server
connections
path Set base path for HTML
port Set http port
server Enable http server
session-module-list Set up a http(s) server session module list
timeout-policy Set http server time-out policy parameters
Tristan(config)#ip http server
Tristan(config)#




The GUI Interface
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Nastavenie rychlosti portu a duplexu

= Rozhrania prepinaca su default autosensed:
= auto-speed
= auto-duplex

J

= Existuje vSak moznost manualne to zmenit

Tristan(config)#interface fa 0/1
Tristan(config-i1f)#speed ?

10 Force 10 Mbps operation

100 Force 100 Mbps operation

auto Enable AUTO speed configuration

Tristan(config-i1f)#speed 100

01:05:22: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1,
changed state to down fu

01:05:24: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1,
changed state to up

Tristan(config-i1f)#duplex full

01:05:37: WLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1,
changed state to down

01:05:39: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1,
changed state to up




MAC tabulka




Budovanie a zobrazenie MAC tabulky

* PrepinacCe sa dynamicky ucia o vyskyte
MAC adries na svojich rozhraniach

*Polozky sa automaticky nuluju po 300
sekundach

= Zobrazenie MAC (CAM) tabulky

Tristan# show mac-address-table




Zobrazenie prepinacej tabulky

= CAM tabulka je prazdna

Tristan# show mac-address-table dynamic
Mac Address Table

Vlan Mac Address Type Ports

Tristan#

= Ping z PC na smerovac: >ping 172.16.255.1

Tristan# show mac-address-table dynamic
Mac Address Table

Vian Mac Address Type Ports
1 001c.2320.3a28 DYNAMIC Fa0/2
1 001e.1375.8fbd DYNAMIC FaO/1

Total Mac Addresses for this criterion: 2




-
Vymazanie prepinace]j tabulky

* Polozky mGzeme zmazat manualne, ak
nechceme Cakat na vyradenie (age out)

Tristan# clear mac-address-table dynamic

- Or -

Tristan#clear mac-address-table dynamic ?

address address keyword
interface 1Interface keyword
vian vlan keyword

<Cr>




Konfiguracia staticke] MAC adresy

= DOvody na pridelenie staticke] MAC
adresy na port?

= Adresa sa nebude automaticky mazat z
portu po age-out Case

=Zvysena bezpecnost
= Stanica s danou MAC adresou sa mdze pripojit

len na dany port (musi), inde nie

= Podmienené spravanim prepinaca, ktory umoznuje
mapovanie jednej konkrétnej MAC adresy len na jeden
port (nie na viacere)



Konfiguracia staticke] MAC adresy

'Switch(config)# mac-address-table static <MAC-
ADDRESS OF HOST> i1nterface FastEthernet <ETHERNET
NUMER> vlan VLAN_ NUMBER

Switch(config)# mac-address-table ?

aging-time Set MAC address table entry maximum age
notification Enable/Disable MAC Notification on the switch
static static keyword

Switch(confi%)#mac—address—table static 00e0.a3e8.8de7 interface

Fa 0/1 vlan

Switch(config)#exit

%SYS-5-CONFIG_I: Configured from console by console
Switch#sh mac-address-table
Mac Address Table

Vian Mac Address Type Ports

1 00e0.a3e8.8de7 STATIC Fa0/1
Switch#




Bezpecnostné utoky

v LAN




Zabezpecenie campus infrastruktury

= Bezpecnost je vacsinou
tlaCena na perimeter siete
= Firewall, smerovac

= Defaultne nastavené na
zakazanie komunikacie,
ktoru treba povolovat

= Prepinace

= Nastavané def. na povolenie
komunikacie

Application Stream

= Velmi vhodné na utok Application U Application
Zvnutra Presentation .é Presentation
. , Sessi Sessi
= Ak kompromitujem vnutrg e < —
S Al Y Transport = Protocols/Ports Transport
zvySok pojde rychlo 0 £ B I
, . . Network (& IP Addresses Network
= |Implementécia L2 security = W pehe——
L] L
Physical Links

Physical Physical




Zabezpecenie L2 infrastruktury

= Core
= Nie je vhodné implementovat -
bezpelnostné mechanizmy e
= Musi rychlo spracovavat N
pakety/ram ce access to the network.
= Distribution E
- 4 : ; £ | Building
Vykona:va |r.1ter V!_AN routing £ Dertuton P
= Vhodné aplikovat packet g provide security
filtering. £
Campus
" ACCeSS Core <— Do not
implgmen? packet
= Riadenie pristupu do siete na R
arovni portu
Server [
- S f Farm
erver arm Use authentication server, ——»
. . v 7 Q[Ps, IPS and loggi e = 2
= Poskytuje aplika&né sluzbjimze secui treats otk B i Ko WO
private VLANS,

access control lists
and secure password.

= Vhodné aplikovat sietovy
Mmanazme nt Internal ?

E-Mail Corporate  Cisco ni

Server CallManager




Utoky na DHCP




= Server dynamically assigns IP address on demand
= Administrator creates pools of addresses available for

v = assignment
D H C P cin nOSt, u Ad%lress is assigned with lease time

= DHCP delivers other configuration information in options

Client A . - Server
IP: 27 192.168.1.254/24

The DHCP server picks an IP
segment, as well as the other

address of A (in CHADDR) to
to the client.

into the appropriate fields of the DHCP packet. It then uses the hardware

address from the available pool for that
segment and global parameters. It puts them

construct an appropriate frame to send back

O

UDP DHCP Request

SRC MAC: MAC A SRCIP: ?
DST MAC: FF:FF:FF:FF:FF:FF | DST IP: 255.255.255.

UDP | CIADR:? GIADDR: ?
255 | 67 Mask: ? CHADDR: MAC A

DST MAC: MAC A DST IP: 192.168.1.10

SRC MAC: MAC DHCP Serv SRC IP: 192.168.1.254 UDP | CIADR: 192.168.1.10 GIADDR: 192.168.1.1

68 Mask: 255.255.255.0 CHADDR: MAC A

MAC: Media Access Control Address
CIADDR: Client IP Address
GIADDR: Gateway IP Address
CHADDR: Client Harware Address

4

Popup Window

The DHCP Client sends a directed IP broadcast, with a DHCP request

| packet. In the simplest case, there is a DHCP server on the same segment,
which will pick up this request. The server notes the GIADDR field is blank,
so the client is on the same segment. The server also notes the hardware
address of the client in the request packet.




DHCP cinnost’ (2)

Server 1 Client Server 2

DHCP client broadcasts DHCP DISCOVER packet on local subnet
DHCP servers send OFFER packet with lease information

DHCP client selects lease and broadcasts DHCP REQUEST packet
Selected DHCP server sends DHCP ACK packet




DHCP cinnost’ — typy sprav

Message

DHCPDISCOVER

Client Broadcast to Locate Available Servers

Server to Client in Response to DHCPDISCOVER with Offer of

DHCPOFFER Configuration Parameters
Client Message to Servers Either (a) Requesting Offered Parameters from
DHCPREQUEST One Server and Implicitly Declining Offers from All Others, (b) Confirming
Correctness of Previously Allocated Address After, e.g., System Reboot, or (c)
Extending the Lease on a Particular Network Address
DHCPACK Server to Client with Configuration Parameters, Including Committed
Network Address
DHCPNAK Server to Client Indicating Client’'s Notion of Network Address Is Incorrect
(e.g., Client Has Moved to New Subnet) or Client's Lease As Expired
DHCPDECLINE Client to Server Indicating Network Address Is Already in Use
Client to Server Relinquishing Network Address and Canceling
DHCPRELEASE Remaining Lease
DHCPINFORM Client to Server, Asking Only for Local Configuration Parameters;

Client Already Has Externally Configured Network Address.



Vycerpanie DHCP rozsahu

= Utok typu Denial of Service (DoS)
= Nazyvany aj DHCP Starvation
= Utoénik sa snazi vy&erpat DHCP rozsah
zapozicanim vsetkych |P adries

= Generuje mnozstvo DHCP discover sprav s
falosSnymi zdrojovymi MAC adresami

= yersinia
= Ochrana
= Port Security
*|P DHCP snooping limit rate



DHCP spoofing — popis utoku
= DHCP spoofing je zapojenie neautorizovaného DHCP servera (rogue DHCP server)
do siete
= M&ze sa jednat o zlomyselnu aktivitu
= Podvrhnuty DHCP Server odpoveda klientom nespravnymi parametrami
= Mnohokrat vSak ide skor o nedbalost’ — vlastny access point, notebook so sietovym
softvérom a podobne
= Utoénik méze podvrhnat:
= Nespravny default gateway
= Utoénik je Gateway (M-i-M)
= Nespravny DNS server
= Utoénik je DNS
= Nespravnu IP adresu
= Utoénik urobi s danou IP DoS

®

DHCP
Server

to Overrun the DHCP Server

{ Thousands of DHCP Requests




Utoky na MAC/CAM

Utoky na CAM



CAM &innost -
Hrozba

= Bezny postup
ucenia sa L2
prepinaca —
Budovanie

CAM

" Hrozba

tabulky a
podetnost
poloziek v nej
je obmedzena

PC1-MACA

PPPPP

PC1-MACA

PPPPP

&

PC1-MACA

3 C PC3-MACC




Utok na CAM — CAM overflow

= Uto&nik zasielanim
velkéeho poCtu ramcov s
roznymi faloSnymi
zdrojovymi MAC

Vysielanie velkého

o rimov adresami sposobi
C:::ptln;nli Zdr(;jg::sn;:]_::n;\c Zaplnenie CAM
MAC C = Macof, yersinia
= Nove polozky nie je
Switc&:::sjoesli;laproérr::‘ce na . kam pllsat,
= Utok &asto realizovany

1 Switch pred zacatim prace
D e vacsiny

= Prepinac zacne tieto

ramce zaplavovo Sirit




Realizacia - macof

= Prikaz
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CAM table - Preplnenie

= Ak nastane preplnenie
CAM tabulky
= Prevadzka bez polozky v

CAM je floodovana na
vSetky porty danej VLAN

= Tento utok prepini CAM
tabulky aj ostatnych
prepinacov
10.1.1.22 -> (broadcast) ARP C Whois 10.1.1.1, 10.1.1.1 ?
10.1.1.22 -> (broadcast) ARP C Who is 10.1.1.19, 10.1.1.19 ?

10.1.1.26 -=> 10.1.1.25 ICMP Echo request (ID: 256 Sequence number: 7424) < OOPS
10.1.1.25 -> 10.1.1.26 ICMP Echo reply (ID: 256 Sequence number: 7424) < OOPS



Port security




Port security

= Stava sa, ze pride nepovolana osoba a len tak si pripoji
svoj notebook alebo pocitaC do volnej zasuvky

= Nechranené porty su potencialnym miestom pre vstup
nepovolanych osbb alebo zariadeni do siete

= Cisco prepinace ponukaju funkciu, ktora sa vola port
security

= Pomocou nej je mozne
= Obmedzit pocCet zariadeni, ktoré mdzu byt pripojené k
jednému rozhraniu prepinaca

= Definovat zoznam MAC adries stanic, ktoré smu byt pripojené
k danému rozhraniu prepinaca

= Definovat, Co sa stane, ak dojde k poruseniu niektorého z
tychto bezpecnostnych pravidiel



Port Security

= Funkcia Port Security umoznuje na porte definovat zoznam tzv.
bezpeclnych (secure) MAC adries

= ZabezpecCeny port povoli komunikovat len staniciam, ktorych MAC
adresa sa hachadza v zozname

= BezpecCné adresy mozu byt troch druhov:

= Static secure MAC: manualne nakonfigurovana adresa
= Nachadza sa v konfiguracii aj v CAM tabulke
= Po reStarte prepinacCa sa opatovne nacita z uloZzenej konfiguracie
= Dynamic secure MAC: dynamicky ziskana adresa z CAM
= Nachadza sa len v CAM tabulke
= Po odpojeni portu alebo reStarte prepinaca sa straca
= Sticky secure MAC: hybrid medzi statickou a dynamickou adresou

= Ziskava sa dynamicky, no prepina¢ automaticky vygeneruje zaznam
do beziacej konfiguracie

= Nachadza sa v konfiguracii aj v CAM tabulke
= Po reStarte prepinacCa sa opatovne nacita z uloZzenej konfiguracie



Port Security

= Na porte je mozné definovat' maximalny pocCet bezpecnych adries
= Statické adresy sa zapocitavaju do poctu bezpecnych adries

= PrepinaC automaticky prida kazdu novu neznamu MAC adresu do
zoznamu bezpecénych adries ako dynamicku resp. sticky

= Ak by sa vSak pridanim novej adresy prekrocil maximalny pocet
bezpecénych adries, nastava tzv. porusenie bezpecnosti (security
violation)

= Na bezpecCnostné porusenie mozno zareagovat trojakym
sposobom
= Protect: ramec s nepovolenou MAC adresou sa zahodi

= Restrict: ramec s nepovolenou MAC adresou sa zahodi a zaroven sa
incident zaznamena (hlaska na konzolu, syslog, SNMP trap...)

= Shutdown: port sa pri prijati ramca s nepovolenou MAC adresou
automaticky uvedie do stavu err-disabled



Konfiguracia Port Security

= Port Security sa konfiguruje individualne na prepinanych portoch

= Odporucany postup:
= Port nastavit' do rezimu ,access” alebo ,trunk”
= Nevyhnutné — Port Security nie je podporovana na dynamickych portoch
= Nastavit maximalny povoleny poCet MAC adries
= Nepovinng, predvoleny pocet je 1
= Definovat’ statické bezpecné adresy, pripadne sticky learning
= Nepovinné
= Urcit reakciu pri poruseni bezpec€nosti
= Nepovinné, predvolena reakcia je shutdown
= UrCit sp6sob expiracie bezpecCnych adries

= Nepovinné. Bez dodatocného nastavenia statické a sticky adresy
neexpiruju vébec, dynamické expiruju az pri odpojeni portu

= Aktivovat port security
= Nevyhnutné a Casto prehliadnuté!



Konfiguracia a kontrola Port Security

Sw(config)# interface fal0/2

Sw(config-i1f)# switchport mode access

Sw(config-i1f)# switchport port-security maximum 5

Sw(config-i1ft)# switchport port-security mac-address 001c.2320.3a28
Sw(config-i1fH)# switchport port-security violation restrict
Sw(config-i1f)# switchport port-security aging time 10
Sw(config-i1f)# switchport port-security

Sw# show port-security
Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)

Total Addresses in System (excluding one mac per port) © 2
Max Addresses limit in System (excluding one mac per port) : 8192




Konfiguracia a kontrola Port Security

Sw# show port-security address
Secure Mac Address Table
Vlan Mac Address Type Ports Remaining Age
(mins)

1 0011.2233.4455 SecureConfigured Fa0/2 -

1 00e0.4c3b.b787 SecureDynamic Fa0/2 8

1 0200.0000.0001 SecureDynamic Fa0/2 8
Total Addresses in System (excluding one mac per port) D 2
Max Addresses limit in System (excluding one mac per port) : 8192




Konfiguracia a kontrola Port Security

Sw# show port-security |nterface fa0/2
Port Security - Enabled
Port Status - Secure-up
Violation Mode - Restrict
Aging Time - 10 mins
Aging Type - Absolute
SecureStatic Address Aging : Disabled
Maximum MAC Addresses 5

Total MAC Addresses G
Configured MAC Addresses -1

Sticky MAC Addresses : 0

Last Source Address:Vlan - 00e0.4c3b.b787:1
Security Violation Count : 0




Port security s VolP

= VoIP telefony mo6zu
pouzivat 2 az 3 MAC
adresy
= Podla HW
= Ak pouzivaju CDP tak tri
= Ak nepouzivaju CDP tak dve

= Zvaz akciu pri poruseni na
= Vhodné Restrict

= Akceptovatelné shutdown
(podla politik)

= Cielom nie je riadit pristup
ale ochranit sluzbu a
prepinac




Zalohovanie konf. uborov

Backup and Restore Switch Configurations

Cisco 10S CLI Command Syntax
Formal version of Cisco I0S copy Sl#copy system:running-config flash:startup-config

command. Destination filename [ startup-config]?

Confirm the destination file name. Press
the Enter key to accept and use the Crtl+C
key combination to cancel.

Informal version of the copy command. The Sl#copy running-config startup-config
assumptions are that the running-config is Destination filename [ startup-config]?
running on the system and that the startup-

config file that will be stored in flash

NVRAM. Press the Enter key to accept and

use the Crtl+C key combination to cancel.

Backup the startup-config to a file stored in Slfcopy startup-config flash:config.bakl
flash NVRAM. Confirm the destination file ~ Pestination filename [ config.bakl]?

name. Press the Enter key to accept and
use the Crtl+C key combination to cancel.




Copying I0S from TFTP Server

ALSwitchfcopy tftp flash

Addresgs or name of remote host []7? 192.168.1.3

Source filename []? c¢2950-c3h2s-mz.120-5.3.WC.1.bin
Destination filename [c2950-c3hZs-mz.120-5.3.WC.1.bin]? [enter]
tWarning: There 1s a file alreadyv existing with thils name

Do yvou want to over write? [confirm] [enter]
Accesgsing tftp://192.168.1.3/c2950-¢3h2g-mz.120-5.3 . WC.1.bin. ..
Loading ¢2950-c¢3h2s-mz.120-5.3.WC.1.bin from 192.168.1.3 (via VLAN1):

rrrrrrrrrrrrrrrr

[OK - 1674921 byvtes]
1674921 bvtes copiled in 51.732 secs (32841 bvytes/sec)
ALSwitch#



Vymazanie konfiguracie a reload
prepinaca

Remove the VLAN database information file.

Switch#idelete flash:vlan.dat
Delete filename [vlan.dat]? [Enter]
Delete flash:vlan.dat? [confirm] [Enter]

Switch({config) #reload

The responding line prompt will be:

System configuration has been modified. Save? [yesg/nol:

Type n and then press Enter.

The responding line prompt will be:

Proceed with reload? [confirm] [Enter]



Password recovery

switch: flash init
switch: load helper
switch: dir flash:
Directory of flash:

13 drwx 192 Mar 01 1993 22:30:48 ¢c2960-l1anbase-
mz.122-25_FX

11 -rwx 5825 Mar 01 1993 22:31:59 config.text

18 -rwx 720 Mar 01 1993 02:21:30 vlan.dat

16128000 bytes total (10003456 bytes free)

switch: rename flash:config.text flash:config.text.old
switch: boot

Continue with the configuration dialog? [yes/no]: N
Switch> enable

Switch# rename flash:config.text.old flash:config.text
Switch# copy flash:config.text system:running-config
Source filename [config.text]?

Destination filename [running-config]?

Switch# configure termina

Switch (config)# enable secret password
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